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1. OBTAIN MERCHANT ACOUNT AND LOGIN INFORMATION

1. You will receive an email from support@usaepay.com with your Vault
Gateway Source Key.

2. https://secure.vaultgateway.com/login - Change your password after
your initial login.

3. Once you've logged in, from the Home screen click the Settings tab to
locate your API Keys.

2. DOWNLOAD DOCUMENTATION AND INSTALLS

Download information from the Vault link. The information available will be:

* AR6400-Z02-500-DIST.EXE - Download if your Sage version is 2013 or 500.xx.
* AR6400-Z02-510-DIST.EXE - Download if your Sage version is 2014 or 510.xx.
* AR6400-Z02-520-DIST.EXE - Download if your Sage version is 2015 or 520.xx.
* AR6400-Z02-530-DIST.EXE - Download if your Sage version is 2016 or 530.xx.
* AR6400-Z02-540-DIST.EXE - Download if your Sage version is 2017 or 540.xx.
*  Vault100PluginSetup.Zip - Download for your Vault workstation installs.

Note: Download all PDFs and review. All other documents are instructional and explain how to process credit cards, a Gateway document, and a copy of this manual.

3. BEFORE INSTALLATION CHECKLIST

1. Make a backup file of the MAS90 directory after verifying all SAGE 100 users are logged out of the system.
2. Verify all AR Invoice, SO Invoice, and AR Cash Receipt batches have been updated.

3. Ifusing Sage 100 Premium, make sure a full SQL backup of the MAS_XXX is performed.
4

Confirm which type of server you are using. If the programs are being installed on a MAS 200 Client/Server System, the installation
MUST occur on the server.

If the programs are being installed on a SQL Server System, the SQL Server is required to load the install from the server.

5. Review the credit card processing and Gateway document from downloads.




3. BEFORE INSTALLATION CHECKLIST (CONTINUED)

5. For SAGE 100 companies that have previously processed credit cards:

All credit card processing should be completed prior to installation.
Create a Crystal Report for SO_SalesOrderPayment.M4T & Backup

All deposits in Sales Order should be voided so they can be reentered through the new Vault - Payment Type Category="D". (this is necessary
because the old GUID is attached to that deposit)

Depending on your financial institution, preauthorizations are held for variable amounts of time. They will drop off when a corresponding
transaction comes through. Payment Type Category="P" (the spin program will clear all items in the SO_SalesOrderPayment file - this is
necessary because the Preauthorization is attached to old GUID)

When the new menu function is processed, all existing Customer Credit Card information will be cleared as that information was created through
a different Vault system.

We recommend creating a Crystal Report if you wish to have the name/address information to reenter if the card information is not available:

+ Create a Crystal Report on the AR_CUSTOMERCREDITCARD.M4T, which lists all Customer/Credit Card information (as available) so this
information can be re-added through the new Vault system.

Note: There is no capability of exporting existing full credit card numbers. The Crystal Report can only provide existing credit card records as it pertains to address and last 4 digits
of the card.

Backup the existing AR_CUSTOMERCREDITCARD.MA4T to a new extension or location to preserve data in the event that additional information is
necessary during new credit card setups.

6. Existing Country Codes should be reviewed to verify all old 3 digit codes are valid ISO 3 digit codes. These will be converted to 2 digit
ISO Codes later on. These codes can be verified by visiting: www.nationsonline.org/oneworld/country_code_list.htm.

Note: If there are old existing 3 digit Country Codes which are not standard ISO codes, there is no need for a 2 digit conversion. Contact your reseller or Vault representative to request a special program for
additional conversions.



http://www.nationsonline.org/oneworld/country_code_list.htm

4. INSTALL VAULT GATEWAY CONFIGURATION ToOL

Note: Retrieve your credentials prior to the Vault100 install. (See Section 1.) 1 Voult Prugin = ]
. . . . Welcome to the Vault Plugin Setup Wizard MULT
The Vault100 Plugin should be installed on every workstation that is UG ——:

processing credit cards. e
1. Extract the Vault100PluginSetup.zip you downloaded in Step 2 and
save it to your desktop.

2. Runthe MSI or the .exe file to install the Vault100 Plugin Gateway

Configuration tool. WIARINING: This computerprogiamis bickcted by cosysoht s aed sinasonal basties
Wnvathusized duplic stan or divtribution of this progesm, o sny postion of it, may nenult in pevens ol
or criminal persalhes, and vl be proseculied by the maemum esdent possble undes the L,

Cocd | [ o
3. Follow the directions to save the Vault100 plugin and select the L == ST
preferred user access. Contim ttatition Wauer WauLr
4. Confirm installation. Complete installation on the workstation by S
selecting Close. ‘
ricl updstes to the NET Framewor:
ool Fre | T T
Note: Retrieve your credentials prior to the Vault100 install. (See Section 1.) Skype
Startup

Symantec Endpoint Protection

1. Once you have installed the Vault100 Plugin, go to the Start Menu and : :
. Vault 100 Plugin
select Vault System Tray App so it loads to your Tray. W Configure Vault 100 Plugin
3’1] Vault System Tray App
Whhware
WatchGuard
Windeaws Live -

1 Back
2. Right click on your Vault System Tray Icon, to view the Default w
Company Selector. If you do not have multiple companies, you don't _
. Settings
need to do anything. _
Merchant Service Console »
3. If you have multiple companies, click on Settings and go to Add Support ,
Company. Make sure the 3 digit Company Code from Sage100 About

matches the company in the Vault100 plugin. "




9. CONFIGURE VAULT100 PLUGIN (CONTINUED)

4. Gateway Configuration — System Tray Icon — Vault100 Ul. e

Semini |

5. Merchant Service Console enables you to access reporting. AT

Admin Logn
= Support » Liveview

ez ® =
[ & i

6. Admin Login is to access Merchant Support Center (MSC) and view Do Comear B
merchant statements, ACH deposits, batches, and truncated card | [T
numbers. e [ —

7. LiveView™ shows your current batch activity in realtime. pirimei =

8. Support offers a quick link to email an encrypted trace/log file in the
event we need to troubleshoot plugin issues.

Note: In some cases your network may not allow email access. If this happens you will need to go to the file
where the plugin is installed and copy the trace file.

9. The About function provides the plugin's current version and support ATty =
. . Vit Plugn SysTray
information. Ve 118722
Copyghe & 2014
Vit Paymerts Grouo
S

Suppen 17 888-791-9350 ¢ 400

Company Credentials - Gateway Keys W Config Companies

Used for adding a company, company credentials, and receiving Login ID & Trans key. Defined Companies

ABC - abc Compary

1. Aslong as each company has gateway credentials, you can add as B NN DNTRAT
many companies as you need. You must match your SAGE company LR e

codes or the first company that populates in the list will be used for
interface. You will need a Merchant Account for each company and a
Gateway Account for each company tied to one Merchant Account.

2. Your Login ID and Trans Key were obtained in Section 1.

3. IfRECEIPTS are to be utilized, ENABLE RECEIPT EXPORTING must be
checked and a new directory under the C:\VAULT 100 Plugin directory
must be created prior to selecting the option.

Add Company Edit Company I Del Company I




9. CONFIGURE VAULT100 PLUGIN (CONTINUED)

4. Inclusion Window - this variable defaults to 5 and should not be W Vaukt Plugin Configuration N - 0 x
Changed‘ Company ID~ [000
. Company Name |Default Compary
5. Click on Accept Terms. Gateway Plgin 5
. Service URL  [hitps://www usaepay.com/sscure/gate php v S'QP'"
6‘ SeleCt OK to eXlt Source Key B7702E524F83408394F 76787F 160A5D6

PIN (If Used) | Reset
Enzble Email Receipts
™ futhOnly [~ Sale ™ Vaid
I Capture [ Credit

TestMode [~ Enforce Card Test [~

Level 3 ™ Inclusion \Window 5

Accept Terms ¥ Terms and Conditions
Over Auth -
Ower Auth Type h

Fixed Amount 0

Percentage 0

Cancd | 0K

6. INSTALL SAGE VAULT INTEGRATION

The Sage installation occurs only on the Server and must be installed with
ADMINISTRATOR rights.

Comploting tho Vaull Payment
Procossing 5. 10 Setup Wizard

Paymet Prosesing 510 has e taled o vour

1. SETUP SAGE VAULT INTEGRATION

1. Thisinstall creates a new directory and file under the MAS90 directory. This file, when active, indicates the user wants to utilize the new
Vault Payment Processing gateways as described in this document. The file MAS90\AR6400\Z02ACTIVE must be installed.

Note: If a different credit card interface is required, then the Z02ACTIVE file can be renamed to!Z02ACTIVE.

2. Access the Vault CC Interface menu and select AR6400 Credit Card B3 Vault CC Interface
Company Enable. ----- [E] vault Setiement Report
- E| AR.5400 Credit Card Compary Enable

a. Add each company code that is to be integrated with credit card B AR6400 Company Enable (XXX} 117..|_ 52
processing:
Company Code Qa4 b b
i.  Add all company codes through one company to populate Enabled &
the system file.
b.  Select the Credit Card Processing and Enable Vault Credit Card ConpayCate %5 M4 B M acprte_| [Camet
Processing boxes. i =
Lian | 3 Poiewc] 3atCht | 4Eont | 5Fe | |

c.  Verify by selecting the Company Maintenance box. Bt et




1. SETUP SAGE VAULT INTEGRATION (CONTINUED)

3. If Payment Types are already setup, selecting the ADD CARD button in AR Customer will launch the Sage Exchange installation.
a. Afteryou select YES to install the Sage Exchange, the installation will briefly pause. Wait until this process has completed.
4. Utility programs are processed at the console prompt within Sage.

a. Toget to the console prompt use the FILE/RUN function and type
SYZCON in the box which then dumps to the > prompt.

Type BYE to exit console mode. ..

=

b.  The first utility program is AR_Z02CLR.M4P which clears credit
card information which was processed through the previous
Vault.

Tvpe BYE to exit conscle mode_ _ .

—>RUN "AR ZOZCLR.M4P

i.  This process should only be utilized once as it will clear all
current credit card information.

ii.  This program will remove all existing entries from the
AR_CUSTOMERCREDITCARD.M4T file.

jii. ~ This program will remove all records from SO_
SalesOrderPayment.M4T.

iv.  This program will remove all existing credit card
information from AR_Customer.M4T.

Are you ready o continue itre you ready to centinee.

T pogram s e Ctond (@) e Y
e pir b ot PLEASE CONFIRM YOU ARE READY TO CONTR: ONE

c. The second Utility program is the Country Code Conv. This
program converts existing 3 digit country codes to the required 2
digit ISO codes.

[Type BYE to exit console mode. . .

->RUN "AR_Z02ZIP.M4L|

i.  This option can be utilized several times if necessary.

ii.  The process does not remove the existing 3 digit codes as
the process does not alter the history files.

iii. ~ The process will add any 2 digit ISO codes that it translates
to the SY_COUNTRY data table.

iv.  The process only searches for standard 3 digit ISO codes
and converts them to standard 2 digit ISO codes. All codes
should have been reviewed and verified in Section 3, Step
7.

v.  All new customers should be entered using the new 2 digit
Country Codes.

Frype— ire you resdy to <cntinue.

S ————
| O 0 e ppamenty s o s @) s consmaouass o ocoprss oNE
(

cotes
i oy e




1. SETUP SAGE VAULT INTEGRATION (CONTINUED)

5. Setup Manual Custom office Flag for Payment Type = &
Utilize the Custom Office/Customizer Import Wizard to import Ao et oo
the VAULTXXXCM. “XXX" indicates the version. o G S
The import will add the UDF_MANUAL to the AR_PAYMENTTYPE P i
file and screen. km:mm
Review the User Manual for information on when the UDF should “ﬁriﬁﬂ
be utilized.

8. TEST VAULT INTEGRATION (REQUIRES LIVE CARD)

1. Review the Credit Card and Gateway Processing documents from Section 2.

2. Access Customer Maintenance and re-enter credit cards through the NEW CARD functionality. This will provide a new token from the
new Vault.

3. Access Sales Order and add Deposits to the credit cards.

4. Access Sales Order and PreAuth amounts as necessary.

Note: This may be done at the same time as the deposit if applicable.

VAULT INTERFACE S
. . Waulr
+ Top of screen indicates function. C— —
« Create Card Token creates a new GUID for Sage 100. e —

v L] onzagms

* Update Card Token allows you to make updates to the card
number/address can occur when a GUID exists.

Billing address is available to enter/edit — make sure to utilize 2 et =
digit country codes. WauLr

The Submit button processes credit card information and returns g S R M::
authorized information to AR Invoicing, Cash Receipts, Sales s "

city Coums ] e

Order, Sales Invoicing.

Stawe oH Tp 4222

Country us

Void and Refund processes are silent. B Agfecmcn




9. RE-INSTALLATION FOR SAGE VAULT INTEGRATION AND VAULT WORKSTATION

The following steps should be followed when there is an update to the
SAGE or Vault Workstation:

For the SAGE Change - proceed with the following instructions.

The Sage installation occurs only on the Server. Install with

ADMINISTRATOR rights.
Access Company Maintenance and go to the Credit Card tab - I Company Mantonance PO 1202015 |
there should be a check mark in the ENABLE CREDIT CARD & CompayCote %3 W 4 bW
ENABLE VAULT CREDIT CARD PROCESSING gl :
s | 2 Prelesence: | 3 CodiCants| 4 Eonad H |

If there are existing Vault entries on the AR UTILITIES menu they can be removed by processing the next steps:
Use FILE / RUN / SYZCON process.
At the console prompt type RUN “Z02MENU".
When it completes you will be back at the MAS menu.
Use FILE/RUN and type SY_MENU_UI into the box.
o Click on ACCEPT, then CLOSE.

After this process the Vault menu items will be removed from the AR Utilities menu.

VAULT WORKSTATION REINSTALL B Vot 0l ==
. . X . ‘Welcome to the Vault 100 Plugin Setup Wizard

The Vault100 Plugin should be installed on each workstation processing WAuT

credit cards and any update should be accomplished on all workstations at : . Vo 10

the same time. Workstation UAC / DEP should be disabled.

1. Shut down the Tray Icon for Vault - right click on the tray icon
(bottom right) for Vault (small blue V) and click on EXIT

WIARNING: This computer piogum iz protectsd by copyaght Law and intemationsl seaties
Unauthorized duplication or distribution of this program. or any poson of £ may resull in severe ciil

of and "

2. Use the Control Panel function to remove programs and remove
the Vault Program. Do not manually remove programs or data.

Cucel (e ]
3. Use the Vault100PluginSetup.zip you downloaded in Step 3.
Extract the file to your desktop.
4. Runthe MSI or the .exe file to install the Vault100 Plugin gateway
configuration tool.
5. Follow the directions to save the Vault100 plugin and select the Voot 10 i =[=rE
preferred user access. Select Installation Folder

-
Theinstaler wil instal Vaul 100 Plugn b the following folder.
To mstallin this fodes, cick “Nest”. To install to & different folder, entes it below o cick “Beowse™

Foder
[C-\Woxt 100 Phagri, [

Disd. Coat..

inatall Vasak 100 Plugn fr yoursel|, orfor amyone wha uses this computer

& Everpone

Justme




9. RE-INSTALLATION FOR SAGE VAULT INTEGRATION AND VAULT WORKSTATION

(CONTINUED)

6. Confirm Installation, then finish the workstation installation by AR
selecting Close. Weayr




